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Patient Privacy in the Digital Era

ABSTRACT

Introduction: Protecting patient privacy and confi-
dentiality is a fundamental ethical and profession-
al responsibility in healthcare and has become in-
creasingly important in the era of digitalization. This 
study aimed to examine nursing students’ attitudes 
toward patient privacy protection and to assess dif-
ferences according to sex, age, and year of study.

Methods: A cross-sectional study was conducted 
between April and May 2024 among 176 undergrad-
uate and graduate nursing students at the Faculty 
of Dental Medicine and Health Osijek, Croatia. Data 
were collected using an anonymous questionnaire 
developed for this study. Descriptive statistics and 
nonparametric tests were used for data analysis.

Results: Most participants reported respecting pa-
tient privacy (97.2%), rarely or never searching for 
patient information on social media (88.9%), not 
taking photographs with patients (88.1%), not post-
ing patient photographs on social media (96.6%), 

and frequently or always adhering to ethical prin-
ciples (98.3%). Female participants demonstrat-
ed significantly greater respect for patient privacy 
(P = 0.05), communicated more frequently with pa-
tients’ family members (P = 0.04), and more often 
closed patients’ room doors during nursing care or 
medical procedures (P = 0.04). Male participants re-
ported significantly more frequent unprofessional 
behaviors, including discussing patients’ diagno-
ses with friends (P = 0.01), accessing acquaintances’ 
medical records during breaks (P = 0.002), and com-
menting on patients’ appearance with colleagues 
(P = 0.02). Significant differences according to age 
and year of study were also observed in several pri-
vacy-related behaviors, including social media use 
and professional conduct.

Conclusion: Nursing students demonstrated a high 
level of awareness regarding patient privacy and 
ethical responsibility. However, differences accord-
ing to sex, age, and year of study suggest the need 
for continued education on professional ethics, dig-
ital professionalism, and responsible use of social 
media throughout nursing education.
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The rapid development of digitalization and infor-
mation technology has introduced new challenges 
to ensuring data privacy [1]. Data protection regula-
tions apply across all healthcare settings and govern 
the conduct of healthcare professionals both with-
in and outside the workplace [2]. Violation of the 
right to privacy and confidentiality is subject to legal 
sanctions, particularly in healthcare [3]. Discussing 
patients and their health conditions with healthcare 
professionals not directly involved in patient care, 
commenting on patients’ personal characteristics, or 
giving preferential treatment constitute violations of 
privacy and equality.

Professional experience and nurses’ level of educa-
tion influence communication with patients, respect 
for patients’ rights, and preservation of data confi-
dentiality [4]. Upon admission, patients should be 
informed about their right to privacy, including how 
their personal data will be used. Patients also have 
the right to request that healthcare professionals do 
not discuss their health condition with family mem-
bers or friends without their consent [3, 5]. Informing 
patients before procedures supports decision-mak-
ing, improves the quality of nursing care, and con-
tributes to better outcomes [6]. During nursing care, 
nurses should ensure an individualized approach 
and equal attention to every patient regardless of 
personal characteristics or medical condition. Re-
spect for ethical standards also includes protecting 
patient privacy during diagnostic, therapeutic, and 
nursing procedures [7]. Nurses should ensure pa-
tient privacy by using privacy screens, and health-
care professionals not directly involved in patient 
care should not enter the room during procedures 
[8].

Internet use poses one of the major challenges in 
data protection and requires secure data transmis-
sion. Data encryption reduces the risk of information 
leakage [9, 10]. Many healthcare institutions also ap-
ply strict access control measures, including pass-
word protection and biometric authentication [3]. 
The use of the internet and smartphones enables 
searching for patient information on social media, 
taking and posting photographs with patients, and 

communicating with patients, all of which may com-
promise privacy [1, 8, 10]. Such practices may unin-
tentionally disclose patient information, resulting 
in legal liability and damage to the reputation of 
healthcare professionals and healthcare institutions 
[1, 3]. The widespread use of social media, artificial 
intelligence, and data linkage presents additional 
challenges to protecting patient privacy, particular-
ly when publishing health data and conducting re-
search using social media platforms [11, 12].

Despite increasing digitalization, patient privacy re-
mains one of the fundamental ethical principles of 
nursing practice. International studies indicate that 
nursing students generally demonstrate a high level 
of awareness regarding data confidentiality; howev-
er, challenges related to digital technologies remain, 
particularly in relation to information sharing and 
maintaining professional boundaries on social me-
dia platforms [13]. Systematic reviews further high-
light the professional and ethical challenges associ-
ated with social media use among nursing students, 
particularly regarding patient privacy and confiden-
tiality [14].

In Croatia, few studies have examined nursing stu-
dents’ attitudes toward patient privacy protection in 
the era of digitalization. Existing research has mainly 
focused on preserving patient dignity and privacy or 
on nursing documentation and professional respon-
sibility [15], without specifically addressing challeng-
es arising from the digital environment. This lack of 
empirical evidence highlights the need for further 
research among nursing students in Croatia.

Therefore, this study aimed to examine nursing stu-
dents’ opinions regarding the protection of patient 
privacy in the era of digitalization and to determine 
whether opinions differ according to age, sex, and 
year of study.

METHODS

Study design
A cross-sectional study was conducted between 
April and May 2024.
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The study included 176 participants. The participants 
were undergraduate and graduate nursing students 
from the Faculty of Dental Medicine and Health 
Osijek. 

Instruments
Data were collected using an anonymous question-
naire developed for this study based on previously 
published literature [16, 17]. The questionnaire con-
sisted of two parts: demographic characteristics and 
items/questions related to the protection of patient 
privacy. The first part included seven socio-demo-
graphic questions addressing participants’ charac-
teristics, year of study, and employment status. The 
second part included questions related to patient 
privacy protection. Participants responded to each 
item/question by selecting one of the provided re-
sponse options. Responses were scored using a five-
point Likert scale (1 – never; 2 – rarely; 3 – some-
times; 4 – often; 5 – always).

Data collection / Procedure
The questionnaires were distributed by the princi-
pal investigator or designated contact persons. All 
participants were informed about the purpose of 
the study and were assured that participation was 
completely anonymous and that their identity could 
not be determined from their responses during data 
analysis or presentation of results. The questionnaire 
required approximately 10 minutes to complete. All 
stages of the study were conducted in accordance 
with the General Data Protection Regulation (GDPR).

Ethical considerations
The study was conducted in accordance with the 
ethical principles of scientific research while en-
suring anonymity and confidentiality of participant 
data. Participation in the study was voluntary, and 
all participants were informed in advance about 
the aim and purpose of the research. Completion of 
the questionnaire was considered to constitute in-
formed consent to participate in the study.

Statistical data analysis
Categorical variables were presented as absolute 
and relative frequencies. Numerical variables were 
summarized using the mean and standard deviation 
or the median and interquartile range, as appropri-
ate. Differences between categorical variables were 
tested using the chi-square test (χ² test). The nor-
mality of distribution of numerical variables was as-
sessed using the Kolmogorov–Smirnov test. Due to 
deviations from normal distribution, differences be-
tween two independent groups were analyzed using 
the Mann–Whitney U test. Differences among three 
or more independent groups were analyzed using 
the Kruskal–Wallis test. All P-values were two-tailed. 
The level of statistical significance was set at α = 0.05.

Statistical analysis was performed using SPSS sta-
tistical software (version 22.0, SPSS Inc., Chicago, IL, 
USA).

RESULTS

A total of 176 participants were included in the 
study. The mean age of participants was 29.9 years 
(SD = 8.5), ranging from 19 to 55 years. The average 
length of work experience was 8.65 years (SD = 8.2), 
ranging from 1 to 32 years. Most participants (n = 120; 
68.2%) reported using social media exclusively for 
personal purposes (Table 1). 
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Participant characteristics n (%) 

Sex
Male 43 (24.4)

Female 133 (75.6)

 Age (years)

19 – 24 59 (33.5)

25 – 29 45 (25.6)

30 – 34 16 (19.1)

≥35 56 (31.8)

Year of study

First-year undergraduate 39 (22.2)

Second-year undergraduate 38 (21.6)

Third-year undergraduate 37 (21.0)

First-year graduate 30 (17.0)

Second-year graduate 32 (18.2)

Place of residence
Urban 82 (46.6)

Rural 94 (53.4)

Are you employed as a nurse/
technician?

Yes 150 (85.2)

No 26 (14.8)

Years of work experience
(Employed participants)

Not employed 26 (14.8)

1–5 57 (32.4)

6–10 33 (18.8)

11–15 17 (9.7)

≥16 43 (24.4)

Type of secondary school 
completed

Medical school 145 (82.4)

General grammar school 18 (10.2)

How often do you check your social 
media accounts?

Once a week or less 40 (22.7)

Several times a week 21 (11.9)

Once daily 31 (17.6)

2–5 times daily 47 (26.7)

≥6 times daily 37 (21.0)

Usual purpose of social media use

Exclusively personal 120 (68.2)

Mostly personal, less professional 40 (22.7)

Equally personal and professional 13 (7.4)

Mostly professional, less personal 2 (1.1)

Exclusively professional 1 (0.6)

Social media profile includes

Facebook 43 (24.4)

Facebook and Instagram 44 (25.0)

YouTube 3 (1.7)

Instagram 17 (9.7)

TikTok 2 (1.1)

Combination of multiple platforms 67 (38.1)

Total 176 (100)
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Table 2. Opinions of nursing students on maintaining patient privacy

Question 
Number (%) of respondents

1 2 3 4 5

How often did you give more attention to younger 
patients than to older patients?

65 
(36.9)

47
(26.7)

41 
(23.3)

17 
(9.7)

6 
(3.4)

How often did you respect patient privacy? 1 
(0.6)

2 
(1.1)

2 
(1.1)

44 
(25.0)

127
(72.2)

How often did you respect the privacy of patients 
with disabilities?

0 
(0.0)

1 
(0.6)

4 
(2.3)

52 
(29.5)

119
(67.6)

How often did you have contact with patients' family 
members?

20 
(11.4)

23
(13.1)

45 
(25.6)

68 
(38.6)

20 
(11.4)

How often did you search for information about a 
patient on social media?

110
(62.5)

43
(24.4)

22 
(12.5)

1
(0.6)

0 
(0.0)

How often did you take a photograph with a patient 
during hospitalization?

155
(88.1)

16 
(9.1)

5 
(2.8)

0 
(0.0)

0 
(0.0)

How often did you post photographs of patients on 
social media?

170
(96.6)

4 
(2.3)

1 
(0.6)

0 
(0.0)

1
(0.6)

How often did you use a privacy screen to protect an 
immobile patient's privacy during nursing care?

8 
(4.5)

34
(19.3)

37 
(21.0)

39 
(22.2)

58 
(33.0)

How often did you use a privacy screen during 
medical procedures on an unconscious patient?

13 
(7.4)

24
(13.6)

35 
(19.9)

54 
(30.7)

50 
(28.4)

How often did you close the patient's room door 
during nursing care or medical procedures?

2 
(1.1)

9 
(5.1)

24 
(13.6)

47 
(26.7)

94 
(53.4)

During diagnostic and therapeutic procedures, how 
often did other staff enter the patient's room?

10 
(5.7)

47
(26.7)

83 
(47.2)

28 
(15.9)

8
(4.5)

How often did you inform patients before diagnostic 
or therapeutic procedures?

3 
(1.7)

4 
(2.3)

12 
(6.8)

51 
(29.0)

106
(60.3)

How often did you use social media to communicate 
with patients?

153
(86.9)

15 
(8.5)

6 
(3.4)

2 
(1.1)

0
(0.0)

How often did you search an acquaintance's medical 
records/documentation during a break?

90
 (51.1)

59
(33.5)

24 
(13.6)

2 
(1.1)

1
(0.6)

How often did you behave unprofessionally toward 
patients of a different religion?

156
(88.6)

5 
(2.8)

3 
(1.7)

1 
(0.6)

11
(6.3)

How often did you discuss patients and their 
diagnoses privately with friends?

65
(36.9)

66
(37.5)

37
(21.0)

7
(4.0)

1
(0.6)

How often did you comment on a patient's 
appearance with colleagues?

75
(42.6)

65
(36.9)

31
(17.6)

5
(2.8)

0
(0.0)

How often were better-dressed patients given 
priority during diagnostic or therapeutic procedures?

151
(85.8)

20
(11.4)

4
(2.3)

1
(0.6)

0
(0.0)

How often did ethical principles guide your 
professional practice?

0
(0.0)

0
(0.0)

3
(1.7)

47
(26.7)

126
(71.6)

Note. 1- never; 2- rarely; 3- sometimes; 4- often; 5- always

Statistically significant sex differences were ob-
served. Women reported significantly more frequent 
adherence to patient privacy (P = 0.05), contact with 

patients’ family members (P = 0.04), closing the room 
door during nursing care or medical procedures  
(P = 0.04), and informing patients before performing 
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contrast, men reported significantly more frequent 
unprofessional behaviors, including discussing pa-
tients and their diagnoses privately among friends 
(P = 0.01), searching acquaintances’ records during 

breaks (P = 0.002), commenting on patients’ appear-
ance in front of colleagues (P = 0.02), and giving pri-
ority to better-dressed patients during diagnostic 
and therapeutic procedures (P = 0.01) (Table 3).

Table 3. Nursing students’ opinions on maintaining patient privacy according to sex

Question
Median (IQR)

P-value*
Male Female

How often did you give more attention to younger patients than to older patients? 2
 (1 – 2)

2 
(1 – 3) 0.08

How often did you respect patient privacy? 5 
(4 – 5)

5 
(5 – 5) 0.05

How often did you respect the privacy of patients with disabilities? 5 
(4 – 5)

5 
(4 – 5) 0.72

How often did you have contact with patients' family members? 3 
(2 – 4)

4
(3 – 4) 0.04

How often did you search for information about a patient on social media? 1
(1 – 2)

1 
(1 – 2) 0.20

How often did you take a photograph with a patient during hospitalization? 1 
(1 – 1)

1 
(1 – 1) 0.14

How often did you post photographs of patients on social media? 1
(1 – 1)

1 
(1 – 1) 0.15

How often did you use a privacy screen to protect an immobile patient's privacy 
during nursing care?

4 
(2 – 5)

4
(3 – 5) 0.64

How often did you use a privacy screen during medical procedures on an 
unconscious patient?

4 
(3 – 4)

4 
(3 – 5) 0.51

How often did you close the patient's room door during nursing care or medical 
procedures?

4
(3 – 5)

5 
(4 – 5) 0.04

During diagnostic and therapeutic procedures, how often did other staff enter the 
patient's room?

3
(2 – 3)

3
(2 – 3) 0.90

How often did you inform patients before diagnostic or therapeutic procedures? 4 
(4 – 5)

5
(4 – 5) 0.008

How often did you use social media to communicate with patients? 1
(1 – 1)

1
(1 – 1) 0.91

How often did you search an acquaintance's medical records/documentation during 
a break?

2
(1 – 3)

1
(1 – 2) 0.002

How often did you behave unprofessionally toward patients of a different religion? 1
(1 – 1)

1 
(1 – 1) 0.27

How often did you discuss patients and their diagnoses privately with friends? 2 
(1 – 3)

2 
(1 – 2) 0.01

How often did you comment on a patient's appearance with colleagues? 2
(1 – 3)

2 
(1 – 2) 0.02

How often were better-dressed patients given priority during diagnostic or 
therapeutic procedures?

1
(1 – 2)

1
(1 – 1) 0.01

How often did ethical principles guide your professional practice? 5 
(4 – 5)

5 
(4 – 5) 0.28

Note. *Mann-Whitney U test ; 1- never; 2- rarely; 3- sometimes; 4- often; 5- always
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were observed. Older respondents more often re-
ported giving greater attention to younger patients 
(P = 0.002), whereas respondents aged 19–24 more 
often reported respecting the privacy of disabled pa-

tients (P = 0.03). Respondents aged 30–34 also more 
frequently reported having contact with patients’ 
family members (P = 0.01), while respondents aged 
≥30 more often reported commenting on patients’ 
appearance (P = 0.05) (Table 4).

Table 4. Nursing students’ opinions on maintaining patient privacy in relation to age

Question 
Median (interquartile range)

P-value*
19 – 24 25 – 29 30 – 34 ≥35

How often did you give more attention to younger 
patients than to older patients?

2 
(1 – 3)

2
(1 – 3)

1.5 
(1 – 2.75)

2.5
(2 – 3.75) 0.002

How often did you respect patient privacy? 5
 (5 – 5)

5 
(5 – 5)

5 
(4 – 5)

5 
(4 – 5) 0.19 

How often did you respect the privacy of patients with 
disabilities?

5
(5 – 5)

5 
(4 – 5)

5 
(4.25 – 5)

5
(4 – 5) 0.03

How often did you have contact with patients' family 
members?

3
(2 – 4)

3
(2 – 4)

4 
(3.25 – 4)

4
(3 – 4) 0.01

How often did you search for information about a 
patient on social media?

1
(1 – 2)

1 
(1 – 2)

1
(1 – 2)

1
(1 – 2) 0.86

How often did you take a photograph with a patient 
during hospitalization?

1
(1 – 1)

1 
(1 – 1)

1 
(1 – 1.75)

1
(1 – 1) 0.15

How often did you post photographs of patients on 
social media?

1 
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1) 0.28

How often did you use a privacy screen to protect an 
immobile patient's privacy during nursing care?

4 
(3 – 5)

4
(3 – 5)

3 
(2 – 4)

4
(3 – 5) 0.71

How often did you use a privacy screen during medical 
procedures on an unconscious patient?

4
(3 – 5)

4 
(3 – 5)

4 
(2 – 4)

4 
(2.25 – 4) 0.22

How often did you close the patient's room door 
during nursing care or medical procedures?

5 
(4 – 5)

4 
(4 – 5)

5 
(3.25 – 5)

4 
(3.25 – 5) 0.16

During diagnostic and therapeutic procedures, how 
often did other staff enter the patient's room?

3 
(2 – 3)

3
(2.5 – 3)

3 
(2.25 – 3)

3
(2 – 3) 0.81

How often did you inform patients before diagnostic or 
therapeutic procedures?

5 
(4 – 5)

4
(4 – 5)

4
(4 – 5)

5 
(4 – 5) 0.08

How often did you use social media to communicate 
with patients?

1
(1 – 1)

1
(1 – 1)

1
 (1 – 1)

1
(1 – 1) 0.84

How often did you search an acquaintance's medical 
records/documentation during a break?

1 
(1 – 2)

2 
(1 – 2)

1.5 
(1 – 2)

1
(1 – 2) 0.38

How often did you behave unprofessionally toward 
patients of a different religion?

1
(1 – 1)

1
(1 – 1)

1 
(1 – 1)

1
(1 – 1) 0.49

How often did you discuss patients and their 
diagnoses privately with friends?

2
(1 – 2)

2
(1 – 2.5)

2 
(1 – 2.75)

2 
(1 – 3) 0.94

How often did you comment on a patient's appearance 
with colleagues?

1 
(1 – 2)

2 
(1 – 2)

2
(1 – 3)

2 
(1 – 3) 0.05

How often were better-dressed patients given priority 
during diagnostic or therapeutic procedures?

1 
(1 – 1)

1 
(1 – 1)

1
(1 – 1)

1 
(1 – 1) 0.10

How often did ethical principles guide your 
professional practice?

5 
(4 – 5)

5
(4.5 – 5)

5 
(4 – 5)

5 
(4 – 5) 0.64

Note. Kruskal–Wallis test. 1 = never; 2 = rarely; 3 = sometimes; 4 = often; 5 = always.
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year of study were observed in contact with patients’ 
family members (P < 0.001), searching for patient in-
formation on social media (P = 0.006), taking pho-
tographs with patients (P = 0.009), posting patients’ 
photographs on social media (P = 0.001), informing 

patients before diagnostic and therapeutic proce-
dures (P = 0.001), commenting on patients’ appear-
ance (P < 0.001), and giving priority to better-dressed 
patients during diagnostic and therapeutic proce-
dures (P < 0.001) (Table 5).

Table 5. Nursing students’ opinions on maintaining patient privacy according to year of study

Question
Median (interquartile range)

P-value*1st year
undergraduate

2nd year
undergraduate

3rd year
undergraduate

1st year
graduate

2nd year
graduate

How often did you give more 
attention to younger patients 
than to older patients?

1
(1 – 1)

2
(1 – 3)

2
(1 – 3.5)

3
(2 – 4)

2
(1.25 – 3) < 0.001

How often did you respect 
patient privacy?

5
(4 – 5)

5
(4 – 5)

5
(4 – 5)

5
(4 – 5)

5
(4 – 5) 0.99

How often did you respect 
the privacy of patients with 
disabilities?

5
(5 – 5)

5
(4 – 5)

5
(5 – 5)

4
(4 – 5)

5
(4 – 5) < 0.001

How often did you have 
contact with patients' family 
members?

2
(1 – 3)

4
(3 – 4.25)

4
(3 – 4)

4
(3 – 4)

4
(3.25 – 4) < 0.001

How often did you search for 
information about a patient on 
social media?

1
(1 – 1)

1
(1 – 2)

1
(1 – 2)

1
(1 – 2)

2
(1 – 2.75) 0.006

How often did you take a 
photograph with a patient 
during hospitalization?

1
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1) 1 (1 – 2) 0.009

How often did you post 
photographs of patients on 
social media?

1
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1) 1 (1 – 1) 0.001

How often did you use a 
privacy screen to protect an 
immobile patient's privacy 
during nursing care?

4
(2 – 5)

4
(2.75 – 4)

5
(3 – 5)

3.5
(3 – 5)

3.5
(2 – 4) 0.14

How often did you use a 
privacy screen during medical 
procedures on an unconscious 
patient?

4
(3 – 5)

4
(2.75 – 5)

4
(3 – 5)

4
(2 –4.25)

4
(2 – 4) 0.18

How often did you close the 
patient's room door during 
nursing care or medical 
procedures?

4
(4 – 5)

5
(4 – 5)

5
(4 – 5)

4
(3.75 – 5)

4
(3 – 5) 0.08

During diagnostic and 
therapeutic procedures, how 
often did other staff enter the 
patient's room?

3
(2 – 4)

2
(2 – 3)

3
(2 – 3)

3
(2 – 3)

3
(3 – 3) 0.09

How often did you inform 
patients before diagnostic or 
therapeutic procedures?

4
(4 – 5)

5
(5 – 5)

5
(4 – 5)

4
(4 – 5)

5
(4 – 5) 0.001
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Question
Median (interquartile range)

P-value*1st year
undergraduate

2nd year
undergraduate

3rd year
undergraduate

1st year
graduate

2nd year
graduate

How often did you use social 
media to communicate with 
patients?

1
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1) 0.19

How often did you search 
an acquaintance's medical 
records/documentation during 
a break?

2
(1 – 2)

1
(1 – 2)

1
(1 – 2)

2
(1 – 2)

2
(1 – 2) 0.49

How often did you behave 
unprofessionally toward 
patients of a different religion?

1
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1) 0.32

How often did you discuss 
patients and their diagnoses 
privately with friends?

2
(2 – 3)

2
(1 – 3)

2
(1 – 3)

1.5
(1 – 2)

2
(1 – 2) 0.32

How often did you comment 
on a patient's appearance with 
colleagues?

1
(1 – 2)

2
(1 – 2)

1
(1 – 2)

2
(1 – 3)

2
(2 – 3) < 0.001

How often were better-dressed 
patients given priority during 
diagnostic or therapeutic 
procedures?

1
(1 – 1)

1
(1 – 1)

1
(1 – 1)

1
(1 – 1.25)

1
(1 – 2) < 0.001

How often did ethical 
principles guide your 
professional practice?

5
(5 – 5)

5
(4 – 5)

5
(4.5 – 5)

5
(4 – 5)

5
(4 – 5) 0.25

Note. Kruskal–Wallis test. 1 = never; 2 = rarely; 3 = sometimes; 4 = often; 5 = always. 

DISCUSSION

The results of this study indicate that the majority of 
participants respect patient privacy, rarely or never 
search for patient information on social media, and 
frequently or always adhere to ethical principles. 
Additionally, approximately half of the students re-
ported checking their social media accounts several 
times daily. A study conducted in China demonstrat-
ed an association between social media use and be-
haviors related to patient privacy protection among 
nursing students [13]. A systematic review identified 
risks such as inappropriate content sharing, breach-
es of confidentiality, and the blurring of boundaries 
between personal and professional identity, which 
may lead to potential violations of patient privacy 
[14]. As future healthcare professionals, nursing stu-
dents gain access to patient information during clin-
ical training and process such information as part 
of their educational activities. Clinical practice rep-

resents a critical period in which students develop 
professional identity and moral values that shape 
their future careers [18].

The results of this study also showed that female 
participants demonstrated higher levels of respect 
for patient privacy, particularly during nursing care 
and medical procedures, emphasizing the impor-
tance of closing patients' room doors and using pri-
vacy screens. A study conducted in Australia report-
ed that nursing students identified closing doors 
and using privacy screens as essential measures for 
preserving patient privacy and dignity [19]. Further-
more, the importance of adequate patient covering 
during nursing care has also been emphasized in 
previous studies [18, 20]. However, several factors 
may hinder consistent protection of patient privacy 
in clinical practice, including shared hospital rooms, 
increased workload, insufficient staffing levels, and 
limited time availability [21]. Multi-bed hospital 
rooms may allow other patients and healthcare pro-
fessionals to overhear confidential conversations, 
which represents a challenge in protecting patient 
information [22].
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ed more frequently with patients and their family 
members and informed patients about planned pro-
cedures, contributing to the preservation of patient 
dignity and a sense of security. Kim et al. highlighted 
the importance of protecting confidential informa-
tion, particularly in the context of verbal commu-
nication [23]. Despite technological advances, Rony 
et al. emphasized the importance of feedback and 
ensuring that technology complements rather than 
replaces a patient-centered approach to care [24].

Participants in this study agreed that age, physical 
appearance, socioeconomic status, and religious af-
filiation of patients did not influence their behavior 
with respect to patient privacy. Similarly, the results 
of a study by Sepehrirad et al. showed that nurs-
ing students with higher levels of moral sensitivity 
demonstrated greater respect for patient privacy 
[25]. Unlike the findings of this study, where sex was 
identified as a statistically significant variable, sev-
eral other studies reported no association between 
sex and attitudes toward patient privacy protection 
[26, 27].

Regarding disclosure of patient information outside 
the hospital environment, male participants report-
ed slightly more frequent sharing of information 
in informal settings, such as among friends, and 
reviewing acquaintances' medical records during 
breaks compared to female participants. These find-
ings contrast with results reported in a study con-
ducted in Ethiopia [28].

Most students in this study reported never search-
ing for patient information on social media, taking 
photographs with patients, or posting patient pho-
tographs online, which is consistent with findings 
from previous studies [29, 30]. However, internation-
al studies also indicate that some nursing students 
share patient photographs on social media plat-
forms [14, 31]. Wang et al. reported that nursing stu-
dents frequently exchange patient-related informa-
tion via social media, while 63.5% of students stated 
that they had occasionally shared identifiable pa-
tient information online [32]. In South Africa, nursing 
students demonstrated low levels of responsibility 
when using social media by recording and publish-
ing photographs, audio, and video materials with-
out anonymizing patient identity, directly violating 
patient privacy and confidentiality [33]. An interna-

tional survey conducted among health sciences stu-
dents from eight universities in six countries (China, 
Canada, the United Kingdom, Australia, Mexico, and 
Ireland) showed that a considerable proportion of 
students (20.5%) reported that sharing photographs 
from clinical practice on social media was inappro-
priate [34].

A study conducted among Polish nursing students in-
dicated that more than half of participants searched 
for patient information several times per year, most-
ly via Facebook, motivated by curiosity and the de-
sire to better understand patients [35]. Increased 
risk of privacy violations among students who fre-
quently use and update social media accounts may 
be explained by lower awareness of potential con-
sequences and a greater need for social approval. 
At the same time, nursing students frequently use 
social media for academic purposes. O’Connor et 
al. reported that approximately half of students 
demonstrated an understanding of digital profes-
sionalism and expressed generally positive attitudes 
toward responsible use of social media, particular-
ly for educational and professional purposes [36]. A 
high level of professionalism and ethical awareness 
is essential for personal and professional develop-
ment as well as for the protection and advancement 
of the nursing profession. The findings of this study, 
which indicate a high level of responsibility and 
awareness regarding patient privacy protection, may 
reflect the effectiveness of educational programs 
that continuously emphasize confidentiality, profes-
sional responsibility, and respect for patients’ rights 
as fundamental components of quality healthcare.

With regard to the year of study, first-year under-
graduate students reported never commenting on 
patients’ appearance, searching for patient infor-
mation on social media, taking photographs with 
patients, or posting patient photographs online. 
Unlike the findings of this study, previous research 
has shown that senior students demonstrate greater 
responsibility in protecting patient privacy and us-
ing social media appropriately [37, 38]. These find-
ings also differ from those reported by Abuhammad 
et al., who emphasized that increased knowledge 
among nurses significantly improves confidentiali-
ty-related behaviors [39]. Nursing education plays a 
key role in developing and maintaining professional 
values, with students highly valuing human dignity 
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sional practice [40]. Research conducted in China 
indicated that graduate nursing students demon-
strated better patient privacy protection behaviors, 
which was explained by higher levels of moral sen-
sitivity, empathy, and cognitive awareness regarding 
privacy protection [41].

In this study, second-year graduate students more 
frequently communicated with patients’ family 
members and consistently informed patients before 
diagnostic and therapeutic procedures. Previous 
studies suggest that students with greater clinical 
experience demonstrate higher levels of awareness 
and more responsible behavior regarding patient 
privacy protection. Although differences are not ob-
served across all aspects of behavior, clinical expe-
rience plays a crucial role in developing profession-
al engagement and communication with patients’ 
families [22, 42, 43]. Moore et al. reported that nurs-
ing students’ attitudes toward patient privacy vary 
according to the year of study, with more mature 
attitudes observed at higher levels of education, 
suggesting gradual development of understand-
ing through academic and clinical experience [44]. 
Even isolated unethical attitudes may significantly 
influence overall findings, further emphasizing the 
importance of continuous education in professional 
ethics and privacy protection.

Limitations and directions for future 
research
This study has several limitations. The sample in-
cluded a higher proportion of female participants, 
which may affect the representativeness of the re-
sults. Additionally, the study was conducted at a 
single higher education institution, limiting the gen-
eralizability of the findings to the broader popula-
tion of nursing students. The use of a self-reported 
questionnaire may also have resulted in socially de-
sirable responses, potentially affecting the accuracy 
of reported attitudes regarding patient privacy pro-
tection.

Future research should include larger and more di-
verse samples from multiple higher education insti-
tutions. Longitudinal studies could provide insight 
into the development of nursing students’ attitudes 
toward patient privacy throughout their education 

and early professional careers. Furthermore, quali-
tative research could offer deeper insight into stu-
dents’ perceptions, experiences, and challenges re-
lated to protecting patient privacy in contemporary 
healthcare environments.

Implications for clinical practice and 
education
The results of this study highlight the importance 
of continuous development of nursing students’ 
awareness regarding respect for patient privacy, par-
ticularly in the context of increasing digitalization. In 
clinical practice, nurses play a key role in protect-
ing the confidentiality and security of patient health 
data; therefore, it is essential to ensure that students 
acquire adequate knowledge and competencies re-
lated to ethical and legal aspects of privacy protec-
tion during their education.

The findings also emphasize the need for additional 
educational content addressing the appropriate use 
of electronic health records and protection of per-
sonal health data. Integrating topics related to digi-
tal security, professional ethics, and patient privacy 
protection into nursing curricula may contribute to 
strengthening professional responsibility among fu-
ture healthcare professionals. In addition to formal 
education, continuous professional development 
through workshops, seminars, and professional 
training is essential to ensure consistent protection 
of patient privacy in everyday clinical practice.

CONCLUSION

The results of this study indicate a high level of 
awareness among nursing students regarding the 
importance of protecting patient privacy and confi-
dentiality in the context of increasing digitalization. 
Most participants demonstrated professionally and 
ethically responsible behavior, particularly in the 
area of data protection and social media use. De-
spite generally positive attitudes, statistically signif-
icant differences were identified in certain aspects 
of behavior according to sex, age, and year of study, 
indicating variations in professional awareness and 
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portance of continuous education of nursing stu-
dents regarding ethical principles, professional stan-
dards, and responsible use of digital technologies in 
healthcare. Systematic integration of topics related 
to privacy protection and digital ethics into educa-
tional programs may further strengthen professional 
identity and reduce potentially inappropriate behav-
iors in clinical practice.
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